Arch CyPro®" Policy

This policy contains a clause which may limit the amount payable.
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Arch CyPro™ Policy
A.  INSURING AGREEMENTS

FIRST PARTY COVERAGE PART

1. INCIDENT RESPONSE EXPENSE COVERAGE
The Insurer shall pay on behalf of the Insured Entity for Incident Response Expense
Loss in excess of the applicable Self-Insured Retention, resulting from art. actual or
reasonably suspected Network Securlty Breach or Privacy Violation first dISCOVer‘ed by

this Policy.

2. BUSINESS INTERRUPTION COVERAGE
The Insurer shall reimburse the Insured Entity for Busmess Interruptron Loss m excess
of the applicable Self-Insured Retention, incurred by the Insured Entity-, durrng the
Business Interruption Period of Recovery or the™ Extended Busrness Interruption
Period of Recovery, that results from a Business Inte‘rruptron that
I
Il.

3. DATA RECOVERY EXPENSE C@VERAGE

The Insurer shall pay on behalf of the Insyted Ehtlty for Data Recovery Expense Loss in
excess of the applrcable Self-Insured Retentlon that is incurred by an Insured Entity,
resulting from a Network Secunty Breach or Privacy Violation which is first discovered by
an Insured durlng the Pollcy Perlod and is reported to the Insurer pursuant to the terms of
this Policy. " T S—

4, CYBER EXT@R’HON EXPENSE ‘COVERAGE
The” Insurer shall pay Qn behalf of the Insured Entity for Cyber Extortion Expense Loss in
‘eX(;ess of the applr(:abTe “Self-Insured Retention that is incurred by an Insured Entity,
‘1..result|ng frOm a Ransomware Event which is first discovered by an Insured during the
Pohcy Perrod and is reported to the Insurer pursuant to the terms of this Policy.
""""" REPUTATLONAL HARM COVERAGE
Y L Ther Insurer shaII reimburse the Insured Entity for Reputational Harm Loss in excess of
R the ; ‘applicable Self-Insured Retention, incurred by the Insured Entity during the
R‘ept;t'ational Harm Period of Recovery, that results from Adverse Publicity that:

P first occurs during the Policy Period;
1. exceeds the Reputational Harm Waiting Period; and

M. is reported to the Insurer pursuant to the terms of this Policy.
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THIRD PARTY COVERAGE PART

6. NETWORK SECURITY AND PRIVACY LIABILITY

The Insurer shall pay on behalf of the Insured for Network Security and Privacy Liability
Loss in excess of the applicable Self-Insured Retention, resulting from a Claim for a
Network Security Breach or Privacy Violation Wrongful Act that is committed prior to the
end of the Policy Period, and the Claim is first made against the Insured during the Policy
Period or Extended Reporting Period (If applicable) and is reported to the Insurer pursuant
to the terms of this Policy. -,

7. MEDIA LIABILITY COVERAGE

applicable Self-Insured Retention, resulting from a Claim for a_ Nledla Wrongful Act that is
committed on or subsequent to the Retroactive Date and prler to the_end- -of“the Policy
Period, and the Claim is first made against the Insured -during the Policy-. F’erlod or
Extended Reporting Period (If applicable) and is reported to the Insurer pursuant to the
terms of this Policy. g . 5 T

’. %, "

8. TECHNOLOGY AND PROFESSIONAL SERVICES LIAB[LITY ",

CYBER CRIME COVERAGE PART

9. SOCIAL ENGINEERING COVERAGE

the appllcabre SeIf Insufed Retention that is incurred by an Insured Entity, resulting from a
Fraudulent™ Instruc.tlon first discovered by an Insured during the Policy Period and
reported tQ the Insurer pursuant 10 the terms of this Policy.

10. SERVICE F"RAUD COVERAGE

The lnsurer shaII relmburse the Insured Entity for Services Fraud Loss in excess of the

appllcabler Self-Insured Retention that is incurred by an Insured Entity, resulting from

s 3 Servrces Fraud first discovered by an Insured during the Policy Period and reported to the
T Jnsurer pursuant to the terms of this Policy.

“'~----1"i_..«~""|NV@ICE MANIPULATION COVERAGE

- he Insurer shall reimburse the Insured Entity for Invoice Manipulation Loss in excess of
fothie applicable Self-Insured Retention that is incurred by an Insured Entity, resulting from
Invoice Manipulation first discovered by an Insured during the Policy Period and reported
to the Insurer pursuant to the terms of this Policy.
B. DEFINITIONS

The following terms shall have the meanings specified below:
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1. “Additional Insured” means any natural person or entity that the Insured Entity has
agreed in a written contract or agreement to add as an Insured under this Policy.

2. “Adverse Publicity” means the dissemination via any medium by a third party (including
but not limited to dissemination via print, video, audio, electronic, or digital or digitized form)
of previously non-public information specifically concerning an actual Network Security
Breach or Privacy Violation affecting an Insured’s customers, clients, or patients.

Such Network Security Breach or Privacy Violation must first be discovered by an
Insured during the Policy Period. =

3. “Advertising Services Platform” means a social media advertising platform that rs Ursed to
promote products, services, ideas, concepts, or issues through.
advertisements of text, image or video on such platform.

4, “Affiliate” means:

. Any person or entity:

a. which is operated, controlled or managed"by ari”’lns"bf:(:adfor

b. in which any Insured has an ownership mterest

5. “Application” means

I The apphcatlon for thI-S lﬂmllcy,L mcludmg any information or materials submitted,

1. Any appllcatlon lncludmg -any information or materials submitted, in connection with
_OF mcorporated therein;’ for any insurance policy in an uninterrupted series of policies
‘,...f‘";ssued by t’he 1nsurer Or any insurance company controlling, controlled by or under
o comriion control vvlth the Insurer, of which this Policy is a direct or indirect renewal or
repIaCement R

AII such mformatlon and materials submitted will be deemed attached to and incorporated
o “into th1~s Pollcy
o Bodny Injury means physical injury, sickness, disease or death of any person, including
" any mental anguish or emotional distress that results from such physical injury, sickness,
dlsease or death.

P ‘Brlcklng means damage or loss of use of hardware or electronic equipment included in
the Insured Entity’s Computer System caused by the reprograming of the software
(including the firmware) of such hardware or electronic equipment rendering it useless for its
intended purpose.

8. “Business Interruption” means the actual, measurable, full or partial interruption,
suspension, or degradation of the Insured Entity’s business operations resulting from a:
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I Network Security Breach of the Insured Entity’s Computer System if Item 6.B.1I.
Business Interruption (Network Security Breach) is elected in the Declarations;

1. Voluntary Shutdown of the Insured Entity’s Computer System if Iltem 6.B.l.
Business Interruption (Network Security Breach) is elected in the Declarations;

M. System Failure of the Insured Entity’s Computer System if ltem 6.B.Il. Business
Interruption (System Failure) is elected in the Declarations;

V. Network Security Breach of the Technology Contractor’s Computer-System if
Item 6.B.l1Il. Business Interruption — Technology Contractor (Network Securlty Breach)
is elected in the Declarations;

Business Interruption — Technology Contractor (System Fajlure) |s eIected m.,__t_he.::‘
Declarations; o

VI.  Network Security Breach of the Dependent Busmess s Computer SyStem if ltem
6.B.V. Business Interruption — Dependent Busrness (NetWOrk Secunty Breach) is
elected in the Declarations; and o E

VII. System Failure of the Dependent Busmess’s{,Computer System if Item 6.B.VI.
Business Interruption — Dependent Busmess (System Falture) is elected in the
Declarations. Lo

9. “Business Interruption Loss” .means the actuat Ioss sustained by an Insured as
measured by: g AR
I Net income (net profn‘_ or net loss before |ncome taxes), that could have reasonably
been earned or mcutred but fora Busrness Interruption; plus

II!..»"'.,."‘Reasonable and neceSsary extra expenses that would not have been incurred but for

<" a Business Interruptlon and incurred during the Business Interruption Period of
Recovery or Extended Business Interruption Period of Recovery to minimize,
"’ureduce or avoid the loss described in Paragraph 9.1. or 9.1I. above.

Busmess tnterruptlon Loss shall not include:

1 L S Net ifcome (net profit before income taxes) that would likely have been earned as a
i ‘ .result of:

“ a. an increase in volume of business due to favorable business conditions; or
b. unfavorable business conditions;

1. Liability to any third party, contractual penalties, loss of market, provision of any
service credits by an Insured, or any other consequential loss; or

1. Loss covered under:

a. The First Party Coverage Part except Business Interruption Coverage;
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b. The Third Party Coverage Part;

C. The Cyber Crime Coverage Part; or

IV.  Loss that would have otherwise been covered but for the reduction or exhaustion of
any Limit of Insurance of the First Party Coverage Part (Except Business
Interruption Coverage), Third Party Coverage Part, or Cyber Crime Coverage Part.

10. “Business Interruption Period of Recovery” means the period of time that:
I Begins on the date the Business Interruption first commences; and

1. Ends on the earliest of:

a. The date when the Insured Entity’s Computer System Techno.logy:?‘

System is repaired or restored to the condition that eX|sted |mmed|ately prior to
the Business Interruption; o .

b. The date when the Insured Entlty S Computer System Technology
Contractor’'s Computer System, of, Dependent Busmess s Computer
System could have been repaired or restored with due dtl{gence and dispatch
to the same or substantially 5|m|Iar condltlon that eX|sted immediately prior to
the Business Interruption; or UL

C. One Hundred Eighty (180) days aﬂer the,_date t.he Busmess Interruption first
commenced. ., ............ &

Eighty (180) days. The explrat|on ‘date of" thls Pollcy will not cut short the Business

Interruption Period of Recovery e

11. “Business Interruption Waltmg Period” means the number of hours set forth in Item 6.B.
of the Declaratlons that must. elapse once the Business Interruption has begun.

12. “Claim” means any of the foIIowmg

I A wntten demand for se‘rwces or monetary, non- monetary or injunctive relief,

|| A wnt;ten request for medlatlon or arbitration, or to toll or waive an applicable statute of
I|m|tat|ons commiénced by the Insured’s receipt of such request;

||I."“‘..~.:A CIVI| proceeding for services or monetary, non-monetary or injunctive relief,
""""" “t;ommenced by the receipt by, or the service upon, the Insured of a complaint or
--------------- ."Slmllal' pleading; or

_____________ IV, {_A Regulatory Action, commenced by the receipt by, or the service upon, the Insured
' # Jof an investigative demand, request for information, complaint or similar pleading.

-f:'....'.._'.‘.'.‘l;‘a't’agraphs I. through IV. include any appeal from the actions described therein.

All Claims arising from, or in any way related to the same or a series of related, repeated or
continuing acts, errors, omissions, Wrongful Acts, Incidents, or Related Events will be
considered a single Claim for the purposes of this Policy.

All such Claims will be deemed to have been made at the earlier of:

I The first of any such Claim described in Paragraphs I. through 1V., above; or
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1. When the earliest Incident comprising a Related Event was first discovered by an
Insured,

even if such Claim is deemed to have been made prior to the inception of the Policy
Period.

13. “Claims Manager” means any natural person who holds the position (or the functional
equivalent) of:

I, Chief Executive Officer;

1. Chief Financial Officer;

Ill.  General Counsel,

IV.  Chief Technology Officer;

V. Chief Information Officer;

VI.  Chief Information Security Officer; or
VII.  Risk Manager;

of the Insured Entity.

14.

15. “Continuity Date” means the applrcable date Set forth in Item 6. of the Declarations with
respect to each coverage

16. “Coverage Parts means the fo{lowrng zombrned
I First, Party Coverage Part

Il. 'J,'htrd Party CcWerage Paft and

I Cyber Cnme COVErage Part.

17. Cyber Cnme Coverage Part” means the combined coverages described in Insuring
Agreements 9. Social Engineering Coverage, 10. Service Fraud Coverage, and 11. Invoice
"""""""" ] Manrpulatron Coverage of this Policy.

18.~ “.ff-Cyber Extortron Expense Loss” means the following reasonable and necessary

expenses incurred by the Insured Entity, with the Insurer’s prior written consent (such

consent shall not be unreasonably withheld), to negotiate, terminate or end a Ransomware
- Event that would otherwise result in harm to the Insured Entity:

I Fees and costs incurred to retain a third party to determine the validity, severity, and
cause of a Ransomware Event; and

Il. Any type of monetary consideration paid as a ransom payment, including but not

limited to money, securities, bonds or commaodities, digital assets, virtual currency, or
non-fungible token (NFT).
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Cyber Extortion Expense Loss shall not include any legal expenses, fees, or costs of any
type.
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19. “Cyberterrorism” means any harmful act conducted using a Computer System (or series
of related, repeated or continuing harmful acts conducted using one or more Computer
Systems) directed against one or more Computer Systems, or any explicit threat to commit
such harmful act(s), by an individual or group of individuals with the intention to further
social, ideologicial, religious, political, or similar objectives.

Cyberterrorism shall not include any such activities which are part of, connected to, or
related to any War or Cyber War.

20. “Cyber War” means any harmful act conducted using a Computer System:‘(o.r"series of
related, repeated or contrnurng harmful acts conducted using one or more Oomputer

direction or under the control of, or on behalf of a sovereign state, and Whl(;h

I is connected to, related to or part of a War; or
1. causes a sovereign state to become an Impacted State

21. “Damages” means any settlement, judgment, pre 1udgment or postjudgment interest, or
punitive, exemplary or multiple damages that the Insured ’Qecomes Iegally ongated to pay.

The |nsurab|I|ty of such punrtrve exemplary or multlple damages shaIL be governed by the

22. * Data” means any software electronrc code dlgltal._data or electronlc representation of

23. “Data Recovery Expense Lgss..means the reasonable and necessary expenses incurred
by the Insured Entity, with’ the Insurer’s prror Wntten consent (such consent shall not be
unreasonably withheld), to retaln a third party coimplter restoration and recovery expert:

I To regain aceess to recover replace restore or recreate Data that is lost, altered,
damaged of destroyed as..,a__[esutt of a Network Security Breach. If Data cannot

reasonably be accessed;.recovered, replaced, restored or recreated, then only the

expenses |ncurred by the Insured Entity to reach this determination shall be
mcluded or

o .$

1. ",.v“"To replace or restore hardware and electronic equipment which is part of the

Computer System ds a result of Bricking. The maximum aggregate amount the

" Insuper shall pay. for all Data Recovery Expense Loss described in this Paragraph

23'II Shall be the Bricking Sub-Limit of Insurance stated in the Declarations. The

"Brlckrng Sub-Limit of Insurance shall be part of, and not in addition to, the Data
---------- 3 ”"«Recovery Expense Coverage Limit of Insurance stated in the Declarations.

‘,Data Recovery Expense Loss shall not include any legal expenses, fees, or costs of any
type :

24,...5 Defense Expenses” means reasonable and necessary legal expenses, fees or costs
“.....incurred solely in the defense of a Claim.

l. Defense Expenses shall include the premium for any appeal, attachment or similar
bond, provided that the Insurer will have no obligation to furnish such bond.

1. Defense Expenses shall not include any compensation, benefit expenses or
overhead of, or paid to, any Insured.
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25. “Dependent Business” means an entity other than an Insured, Technology Contractor,
Internet Infrastructure Provider, Utilities Provider or a Financial Services Market, that
provides necessary business services to an Insured Entity pursuant to a written contract or

agreement.

26. “Dependent Business’s Computer System” means any Computer System that is owned
or leased by, and under the operational control of any Dependent Business.

27. “Distributed Denial-Of-Service Attack” means a malicious attack intended by the
perpetrator to overwhelm the capacity of a Computer System by sending an. excessive
volume of electronic data to such Computer System in order to prevent authonzed access

to such Computer System.

28. * Domestic Partner” means any natural person who enters |nto a civil ’qun

provisions of any formal program establlshed by the Named Insufe.d

29. “Essential Service” means a service that is essential for the mamtenance of V|tal ‘functions
of a sovereign state, including but not limited to Fmanclat Instltutlons the Financial
Services Market(s) and associated financial market- mfrastructure emergency services,
health care services, services provided by a UtI|ItIeS\PI’0VId€’F or., Internet infrastructure

Provider,

or services that are essential for the mamtenance of the food, energy or
transportation sector. L o

30. “Extended Business Interruption Perlod Qf"Rec

a.

The date when the Insured Ent|ty S+ busmess operations are restored to the
condmon that e)ﬂsted |mmed|ately prior to the Business Interruption;

:.»’condltlon that eX|sted |mmed|ately prior to the Business Interruption; or

erty (60) days aftef ‘the date the Business Interruption Period of Recovery
ends

:;:In no eventwﬂl the Extended Business Interruption Period of Recovery exceed sixty (60)
days The .expiration date of this Policy will not cut short the Extended Business
Interruptmn Period of Recovery.

En|t|ty subject to supervision by any state, provincial, territorial or federal bank or

& “credit union supervisory authority; or

RS— W Licensed broker or dealer of securities, bonds or commaodities.

32. “Financial Services Market” means an operator, other than an Insured Entity, of a
financial exchange or financial market.

33. “First Party Coverage Part” means the combined coverages described in Insuring
Agreements 1., Incident Response Coverage, 2. Business Interruption Coverage, 3. Data
Recovery Expenses Coverage, 4. Cyber Extortion Expenses Coverage, and 5. Reputational
Harm Coverage of this Policy.
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34. “Fraudulent Instruction” means any instruction provided by a natural person or entity that
is not an Insured which purports to be from and approved by a customer, vendor, business
affiliate, principal, partner, executive officer, director, employee or independent contractor of
the Insured Entity but is not actually from such customer, vendor, business affiliate,
principal, partner, executive officer, director, employee or independent contractor, and
directs an Insured or Financial Institution to transfer, pay or deliver money, securities,
bonds or commaodities, digital assets, virtual currency, or non-fungible tokens (NFT).

35. “Fraudulent Invoice” means:

. An invoice that:

a. is furnished to a customer of the Insured Entity;

b. purports to be from the Insured Entity, but is not actually from such s ed}‘
Entity; -

C. requests the customer to transfer, pay or delrver money, securmes bonds,

commodities, digital assets, virtual currency, or, non funglbte tokens (NFT) and

d. results from a Network Security Breach or

Il. A purchase order that:

a. is furnished to the Insured Entlty

b. purports to be from a cuStomer of the lnsured Entrty but is not actually from

i transfer or de-lrver goods products or other tangible property; and
d. reSuIts froma Network Securrty Breach.

36. Impacted State means a sovere|gn state where a Cyber War has resulted in a harmful
|mpact -0, e

The operatlons of that sovereign state due to disruption to the availability, integrity or
- .dehv.ery of any Essential Services in that sovereign state; or

n QAT mcrdent" ‘means any Network Security Breach, Privacy Violation, Business
Interruptlon Ransomware Event, Adverse Publicity, Fraudulent Instruction, Services
Fraud or Invoice Manipulation.

S AII Incrdents that are part of a series or combination of related, repeated or continuing
Incidents that have a common nexus of facts, circumstances, situations, events,
transactions, or causes, or series of causally connected facts, circumstances, situations,
events, transactions or causes shall be considered a single Incident for purposes of this
Policy.
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With respect to the Crime Coverage Part, Incident Response Expense Coverage, Data
Recovery Expense Coverage, and Cyber Extortion Expense Coverage, all such Incidents
will be deemed to have been discovered at the time the earliest Incident was first
discovered by an Insured, even if such Incident is deemed to have been discovered prior to
the inception of the Policy Period.

With respect to the Business Interruption Coverage and Reputational Harm Coverage, all
such Incidents will be deemed to have occurred at the time the earliest Incident was first
discovered by an Insured, even if such Incident is deemed to have occurred prior to
inception of the Policy Period. N

38. * Incident Response Expense Loss” means reasonable and necessary fees and expenses

unreasonably Wlthheld) for '." .....

I Legal services by a lawyer selected by the Insurer regardrng any, Network Security
Breach or Privacy Violation, including evaluatrng the lnsured S obllgatlons pursuant
to Privacy Law; S

1. Computer forensic investigatory services by a. t‘mrd party data forensrcs incident
response professional services firm selected by the Insurer to

a.

b.

C. Assist in contaImng a Network Securrty ‘Breach, if such Network Security
Breach is actrvelyrn progress on’ the Insured Entity’s Computer System.
M. Public relations or CnSls management frrm to mitigate reputational damage resulting
from any Netwark Secunty Breach or Privacy Violation;

V. PCI certlfled Quallfled Incrdent Response Assessor (QIRA) to certify and assist in
attesnng to the, Irisured s PCI compliance, as required under a PCI-DSS Agreement;

\;l1 Not|fyrng |nd|v|dua|s as required by any Privacy Law, or on a voluntary basis to
’mrmmrze potential harm;

. Credrt Jmonitoring services, identity theft education and identity theft insurance offered
'to those persons notified pursuant to Paragraph VI. above; or

’,«"".,:Identrty theft call center services, but only for those persons notified pursuant to
<" Paragraph VI. above.

Incident Response Expense Loss shall not include any continuing normal operating
expenses, compensation or overhead of any Insured.

39. “Insured(s)” means:

I The Insured Entity;
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1. Any natural person who is or was a principal, partner, officer, director or employee of
the Insured Entity, but only with respect to acts or omissions committed within the
scope of such natural person’s duties related to the conduct of the Insured Entity’s
business;

Ill.  Any independent contractor that is a natural person and has entered into a written
contract or agreement with an Insured Entity, wherein the Insured Entity has agreed
to indemnify the independent contractor in such contract. The independent contractor
shall be an Insured solely for work the independent contractor performs for or on
behalf of the Insured Entity pursuant to such contract; and -

IV.  Any Additional Insured, but only with respect to:

a. Acts or omissions committed by the Insured Entity or any pers.ons rdenllf,r,eg in
Paragraphs Il. or Ill., above; and S

b. Loss that occurs subsequent to the execution of the contract or agreement

The insurance afforded to such Additional Insured(s) descrlbed in tth Paragraph
IV.: B

a. Only applies to:
i The Third Party Coverage Part;

ii. The extent permltted by Iaw and

contract or agre:ement to provrde for sUCh Additional Insured; and
C. Will not exceed the amount of msurance

Avaﬂable under the applicable limits of insurance of this Policy,

Whrchever |s IesS

.. No natural person or entlty shall be an Additional Insured with respect to any Claim
"-~.,%or Lgss arising out of such natural person’s or entity’s independent act(s) or
.x Om]ss|0n(s)

a0, x Insured Entrty means:

I The Named Insured; or
e +I Any Subsidiary.

41. “Insured Entity’s Computer System” means any Computer System that is owned or
leased by, and under the operational control of:

I An Insured Entity; or

1. A principal, partner, executive officer, director, employee or any independent
contractor of an Insured Entity.
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42.

43.

44,

45,

46.

47.

“Insured’s Technology Products” means computer or telecommunications hardware,
electronic equipment, software, firmware, platforms or applications designed, created,
developed, manufactured, assembled, licensed, leased, or sold by an Insured.

“Insurer” means the organization specified in Item 9. of the Declarations.

“Internet Infrastructure Provider” means an entity that is an Internet Services Provider
(“ISP”), including any provider of internet connectivity, any Domain Name System (“DNS”) or
any Certificate Authority (“CA”).

“Invoice Manipulation” means the use of a Fraudulent Invoice to fraudulently‘i"i{]‘auge:

l. The transfer, payment or delivery of:

a. money, securities, bonds, commodities, digital assets, vlrtual currenc";--mr non-}‘
fungible tokens (NFT); or o N

b. goods, products, or other tangible property; or

1. The provision of services.

“Invoice Manipulation Loss” means direct flnanC|aI Ioss Jncurred by the msured Entity as
a result of Inv0|ce Manipulation, |nclud|ng the |nab|I|ty Io coHect payment for any goods

“Loss” means the foIIowmg

. Incident Response Expense Loss_

1. Busmess Interruptlon Lo$s

1. Cybef Extortlon Expense Loss

V. “‘Data Recovery Expense Loss

\/ Reputatlonal Harm Loss

48.

49,

00 NPLO521

.i‘/iq.".'...,...Ne‘tWOrk Secunty and Privacy Liability Loss;

VII. .”“Medla Liability Loss;

VITI':.‘._"TechnoIogy or Professional Services Liability Loss;

I>(J.,~"":,.«"Social Engineering Loss;

K. Services Fraud Loss; and
Xl.  Invoice Manipulation Loss.

“Malicious Code” means any virus, Trojan, worm or other similar malicious software
program, code or script designed to harm a Computer System.

“Media Activities” means the publishing, dissemination, releasing, transmission,
production, webcasting, or other distribution of Media Content to the general public.
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50. “Media Content” means any Data, text, sounds, images or similar matter disseminated in
any form, including but not limited to advertising and matters disseminated electronically on
the Insured’s Computer System.

Media Content shall not include:

l. An Insured’s Technology Products or Third Party Technology Products;

1. Data, text, sounds, images or similar matter incorporated into or otherwise a part of an
Insured’s Technology Products or Third Party Technology Products; or

Il. The actual goods, products or services described, including but not I|m|ted to those
illustrated or displayed in Media Content. - E

51. “Media Liability Loss” means Damages and Defense Expenses resultrr‘rg fr
Wrongful Act. o ..

52. “Media Wrongful Act” means any actual or alleged neghgent act ‘error or omlssmn
misstatement, misleading statement, or breach of duty or negtect by any Insured, or by any
other person for whom the Insured is legally responSrbIe solety in the performance of or
failure to perform Media Activities that results in: . g

I Personal Injury, infliction of emotronal dlstress mental angursh outrage or
outrageous conduct; : i S

Il. Plagiarism, piracy or the mrsappropnatron or unauthorrzed use of advertising ideas,
advertising material, tltles literary or artrstrc formats styles or performances; or

IV.  Infringement of copyrrght domain } name trademark trade name, title, slogan or
service name . ;

However, a MEdta Wrongful At;t._§_h‘a_ll r’rot mclude any actual or alleged negligent act, error
or omissiony’ mfsstatement misleading statement, or breach of duty or neglect that results in
a Claim contammg any allegatron of:

I "‘,.»:‘Mrsapproprratlon theft plagrarrsm infringement, disclosure or violation of any:
a. Eatent,
Software, source code, or software licensing; or

T rade dress or service mark of any goods, products or services, including
““goods, products or services displayed or contained in Media Content;

II. . '.,:'i:alse advertising or misrepresentation in advertising of an Insured’s goods, products
-~ ~" or services; or

Il. Failure of any goods, products or services to conform with an advertised quality or
performance.

53.  “Named Insured” means the organization specified in Item 1. of the Declarations.
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54. “Network Security and Privacy Liability Loss” means:
. Damages;
1. Defense Expenses;
1. PCI-DSS Loss; or

IV.  Civil fines or penalties imposed by a governmental agency and arISmg from a
Regulatory Action, including any monetary amount an Insured is reqUIred to dep03|t
in a consumer redress fund, S

Wrongful Act, - .

The insurability of such civil fines or penalties described in Paragraph I\, shalI be .governed
by the laws of the applicable jurisdiction that most favors coverage for such damages

B .$

55. “Network Security Breach” means any:

I Unauthorized access to, or unauthorized use ofal omputer System

1. Transmission of Malicious Code mto ortrom a Com‘puter System

Ill.  Distributed Denial-Of-Service; Attack agamsta

IV.  Access to, loss or theft of a. System Password

V. Ransomware Event' g
VL. Cyberterrorism, but only to the extent such Cyberterrorism results from a Network
Security Breach as def{ned in Paragraphs I. through V. above.

56. “Network Sec‘urlty Breat:h or Prlvacy V|olat|on Wrongful Act” means any actual or
alleged negfrgent act,, errOr or omission, misstatement, misleading statement, or breach of
duty or neglect by. arty Insured -0r by any other person for whom the Insured is legally
responsrble that results in a Network Security Breach or Privacy Violation.

57. Operatronal Technology" means hardware, software, or peripheral devices that interact

::IWlth the physrcal environment, including but not limited to, programmable logic controllers,
sensors actuators remote terminal units, distributed control systems, industrial control
sys’tems( Supervisory control and data acquisition (SCADA) systems, building management

""""""" systems, “‘epmputer numerical control systems (CNC), computer aided manufacturing (CAM)

or: srmrlar type of system.

________ 58 “PC[ DSS Agreement” means a written contract between the Insured and any Payment

Card Association (MasterCard, Visa, Discover, American Express or JCB Co., Ltd. or bank

e tha.t processes payment card transactions (i.e., an acquiring bank)) that contains generally

— accepted and published Payment Card Industry Data Security Standards for data security
(commonly referred to as “PCI-DSS").

59. “PCI-DSS Loss” means any fine, fee, assessment or penalty imposed by any Payment
Card Association (MasterCard, Visa, Discover, American Express or JCB Co., Ltd. or bank
that processes payment card transactions (i.e., an acquiring bank)) under the terms of a
PCI-DSS Agreement, as a result of a Network Security Breach or Privacy Violation. PCI-
DSS Loss shall not include any charge backs.
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60. “Personal Information” means any:

I Information for which an individual may be uniquely and reliably identified, including
without limitation the individual's:

a. Name;

b. Address;

C. Telephone number;

d. Social insurance or social security number;

e. Driver’'s license humber or any other state, provrnorat Br terrltortat rdentrfrcatron”
number; o

f. Biometric identifier or biometric mformatron or "

g. Medical or healthcare data, including persona{ heafth mtormatfon

61. “Personal Injury” means any actual or alleged
l. False arrest, detentrorr |mpr|sonment or rnatrmous prosecution;
1. Wrongful entry or evrct|0n ¥
M. Invasron ofthe rrght -Of prrvacy

V. LrbeI slarider or other defamatory or disparaging material of a person, organization or
“,.pfoduct Or :

e Publlcatron or an utterance in violation of an individual’s right of privacy.

62. “Pofrcy F’erlod" means the period of time specified in Item 3. Of the Declarations, subject to
any’ cancellatron prior to the expiration date stated in the Declarations.

.“,.-f‘Po‘rIutants means any SO|Id Irqurd _gaseous, biological, radiological or thermal

' chemrcals mold, fungi, odors, noise, lead, oil or orI products radlatlon asbestos or asbestos

coptaihing products, waste or any electric, magnetic or electromagnetic field of any
P frequency Pollutants also includes , without limitation, materials to be recycled,
--------- réconditioned or reclaimed.

64. “Privacy Demand” means any threat or demand, or connected series of threats or
demands to use, publicly disclose or destroy Private Information misappropriated from an
Insured for the purpose of demanding any type of monetary consideration from an Insured
including but not limited to, money, securities, bonds or commodities, digital assets, virtual
currency, or non-fungible tokens (NFT).
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65. “Privacy Law” means those parts of the following statutes or regulations regulating the use,
disclosure, and protection, but not those parts regulating collection, of non-public and/or
personal information (as such terms are defined in such statutes or regulations):

. Personal Information Protection and Electronic Documents Act, S.C. 2000 c. 5
(PIPEDA), and all comparable provincial laws;

1. Health Insurance Portability and Accountability Act of 1996 (HIPAA);
M. Gramm-Leach Bliley Act of 1999 (GLBA);

V. Secunty breach not|f|cat|on Iaws that reqmre notlce to |nd|V|duaIs of the actual or

V. European Union General Data Protection Regulation (GQPR),

VI.  California Consumer Privacy Act (CCPA); or

VII.  Any other similar federal, state, provincial, terrftarlal or fcire;gn prlvacy Laws for non-
public personal information, or a privacy pollcy Irmltmg the, sale dlsclosure or sharing
of non-public personal information or providing’ mdwlduals Wlth Ihe fight to access or
correct non-public personal |nformat|on W o

66. “Privacy Violation” means any:

I Failure to protect Private Informatlon Whlfe |n the— care custody or control of an

Ill.  Violation of an Insured S privacy pollcy W|th respect to provisions prohibiting any
Insured from dlsclosmg Prlvate Informatlon or

V. Ransomware Evem

67. “Private Informanon means any of the following information:

I. Personal Infor‘matwn or

|| Contfdentlal or proprletary business information of a third party that is not an Insured
tha’t is'not available to the general public,

that ex1sts in any format and that is in the care, custody or control of any Insured, or in the
care, custody or control of a third party on any Insured’s behalf.

________ 68 : Professmnal Services” means those services rendered by the Insured for others for a fee
and descnbed in Item 7. of the Declarations.

6 “Property Damage” means:

l. Physical injury to, loss or destruction of, tangible property, including loss of use
thereof; or

1. Loss of use of tangible property which has not been physically injured, lost, damaged

or destroyed, provided however this will not apply to Data Recovery Expense Loss
resulting from Bricking.
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Provided, however Data is not tangible property.
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70. “Ransomware Event” means any:
I Privacy Demand; or
1. Security Demand.
Any such event shall be considered a Ransomware Event regardless of:
a. The specific amount of the demand,;
b. Whether the demand is actually paid;

C. Whether the threat or demand is communicated; and

d. Whether any Private Information is unlavvfully used publrt:ly drsclosed or
destroyed at any time. o . o

71. “Regulatory Action” means:

I An administrative or regulatory proceeding; or:"

1. An admlnrstratrve or regulatory mvestrgatlon Wh{Ch may reasenably be expected to

agency or authority that aIIeges a Network Securrty Breach or a Privacy Violation. A
Regulatory Action shall not mclude any crlmrnal demands requests, proceedings or
investigations. g - ;

72. “Related Event” means; any series or .combination of related, repeated or continuing
Incident(s) or Wrongful Act(s) that have a common nexus of facts, circumstances,
srtuatrons events,- transactlans or causes or series of causally connected facts,

73. * Reputatronal Harm Loss means net income (net profit or net loss before income taxes),
that could haye- reasonably been earned by the Insured during the Reputational Harm
Perlod of. Recovery resultrng frem Adverse Publicity.

Reputatlonal Harm Loss shall not include:

I Net ;ncome (net proflt or net loss before income taxes) that would likely have been
eamed as a result of an increase in volume of business due to favorable business
’ "‘condrtrons

'Loss |ncurred as a result of unfavorable business conditions;
B .,.«"Legal expenses, fees, or costs of any type; or

eV, LOSS arising or resulting from any contractual penalties, or indirect or consequential
loss arising from a Technology Contractor or Dependent Business.

74. “Reputational Harm Period of Recovery” means the period of time that:
I Begins on the date the Adverse Publicity first commences; and

1. Ends on the earliest of:
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75.

76.

77.

78.

a. The date when the Insured Entity’s net income (net profit or net loss before
income taxes), is restored to the level that existed immediately prior to the
Adverse Publicity;

b. The date when the Insured Entity’s net income (net profit or net loss before
income taxes), would have been restored to the condition that existed
immediately prior to the Adverse Publicity, if the Insured Entity exercised due
diligence and dispatch; or

C. Ninety (90) days after the date when the Adverse Publicity first commenced

In no event erI the Reputational Harm Perrod of Recovery exceed nrnety (90) days If the

expiration date of this Policy will not cut short the Reputatronal Harm Perrod of Recovery

“Reputational Harm Waiting Period” means the numbey- of days set forth |n H;em 6.E. of
the Declarations that must elapse once the Adverse PubIrclty‘ has begtm

RN

“Retroactive Date” means:

l. The date set forth in Item 6.G. of the Declaratrons fOr Medla Llabllrty Coverage and

consideration from an Insured mcIudrng but not I|m|ted to, money, securities, bonds or
commodities, digital assets vrrtual currency, or non~fung|ble tokens (NFT).

“Services Fraud m(eans the mampulatrorr of any:

third party

1. “lnsured Entlty s Computer System for the purpose of exploiting processing power;
T O, o

:::i'l |~.:I: Advertrsrng Servrces Platform for the purpose of exploiting advertising resources,

81.

00 NPLO521

resultmg from a Network Security Breach.

Serv_ac_es Platform, resulting from Servrces Fraud.

Sé_'r.v'i'ces Fraud Loss shall not include expenses charged to the Insured at a flat fee that
does not scale with the rate or use of the respective provider.

“Setoff Amounts” means the amounts, including credits, that any Insured has recovered
from any third party (including any insurance company) to which Loss under this Policy
would otherwise apply.

“Social Engineering Loss” means direct financial loss incurred by the Insured Entity
resulting from a Fraudulent Instruction.
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I In the event any Fraudulent Instruction is received by an Insured:

a. Such Fraudulent Instruction must be authenticated and verified with
reasonable due diligence by the Insured prior to making the transfer, payment
or delivery; and

b. Such reasonable due diligence must include at least two methods of
authentication and verification, of which one method must rely-. solely on
information  (including contact information) outside of the “Eraudulent
Instruction.

a. Such Financial Institution must offer at Ieast two methods of transactlon
authentication to the Insured; and o

b. The Insured must utilize such methods of transactjon authenncatlon,

prior to making the transfer, payment or dellver‘y

Social Engineering Loss shall not include Ioss arlsmg or resul'ﬂng from

I Any Fraudulent Instruction that does not meset the‘requwements of Paragraphs I. or
Il. above, whichever is appllcab}e R

1. Any Fraudulent Instruction., mvalvmg transfer payment or delivery of money,
securities, bonds or cOmmodltles d{glfaj assets, virtual currency, or non-fungible
tokens (NFT) that arg’ owned wholly or partlally by a third party who is not an Insured
or a Financial Instltutlon

Il. Any mvestment in SeCLI"FltIeS bonds or commodltles digital assets, virtual currency, or

\VA Any aney, ~secur|t|es honds or commaodities, while in the mail or in the custody of
“any carner for h|re mclt]dmg but not limited to any armored motor vehicle company.

82. “Sub5|d|ary" means

.Any entlty that the Named Insured directly or indirectly owns interests representing more
. than, 50% of the voting, appointment or designation power for the selection of:

ke A majanty of the board of directors of a corporation;

I ]’he members of the board of managers of a limited liability company; or
e +I1 The general partners of a limited partnership.

83. “System Failure” means an unintentional and unplanned outage of a Computer System
that is not part of or caused by a Network Security Breach.

84. “System Password” means a confidential and protected string of characters which

identifies or authenticates a person or entity and permits that person or entity to gain access
to the Computer System.
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85.

86.

87.

88.

89.

90.

91.

“Technology Contractor” means any entity other than an Insured, Dependent Business,
Internet Infrastructure Provider, Utilities Provider, Advertising Services Platform, or
Financial Services Market, that:

I An Insured Entity depends on to conduct its business;

1. Provides necessary information technology or Operational Technology services,
including but not limited to, data hosting, cloud services or computing, co-location,
data back-up, data storage, data processing, platforms, software, network
infrastructure-as-a-service, web hosting, systems integration or other. managed
technology services in order for the Insured Entity to operate the Insured Entrty S
Computer System; and

-------

Il. Provrdes the information technology or Operatronal Technology ser.vrces descnbed“

Entity.

“Technology Contractor's Computer System” means. any Computer System that is
owned or leased by, and under the operational control of any Tech nology Contractor

“Technology or Professional Services Liability Loss” means Damages and Defense
Expenses resulting from a Technology or Professrona‘Servrces Wrongful Act.

Services.

“Technology Services” means |nformat|on technology or Operational Technology
services rendered by any Insured for others for afeke, including but not limited to:

I Technology . consulttng services |n connectron with an Insured’s Technology
Products or ’Thrrd Party. Technology Products |nclud|ng the analysrs design,

o .$

!.!.I~:":,..~"'Provrsron of cloud or hosted services including Software as a Service (SaaS),

.. Platférm as a Séryice (PaaS), Infrastructure as a Service (laaS), Network as a Service
(NaaS) or Block chain as a Service (BaaS), including Data associated therein;

V. ””“Custom software, website, platform or application design, development, integration,
! mstaltatron or maintenance;

Backup disaster recovery or Data and record retrieval; or

Vf Education and training services related to Technology Services.

“Third Party Coverage Part” means the combined coverages described in Insuring
Agreements 6. Network Security and Privacy Liability Coverage, 7. Media Liability Coverage,
and 8. Technology and Professional Services Liability Coverage of this Policy.

“Third Party Technology Products” means computer or telecommunications hardware,
electronic equipment, software, firmware, platforms or applications designed, created,
developed, manufactured, assembled, licensed, leased, or sold by any person or entity that
is not an Insured.
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92. “Utilities Provider” means any entity that provides power, electricity, fossil fuels (including
oil, natural gas, coal or any derivative thereof), water, steam, mechanical, satellite,
telecommunications or other utility service.

93. *“Voice Computer System” means a system which functions as a Voice over Internet
Protocol (VolP), Private Branch Exchange (PBX), voice mail processor, automated call
attendant or provider of similar capability used for the direction or routing of telephone calls
in a voice communications network.

94.  “Voluntary Shutdown” means the voluntary and intentional shutdown of any-part of the
Insured Entity’s Computer System after the Insured Entity’s discovery of"a ‘Network
Security Breach of an Insured’s Computer System, Technology Contractor S

be:

I Conducted at the direction of a Claims Manager or. Ordered by ES Iocal state
provincial, territorial, federal or foreign governmental agency or authonty,

Il. Commenced with the Insurer’'s prior written consent (such consent shaII not be
unreasonably withheld); and - - ; e

Ill.  With a reasonable expectation that it will mlnrere. av0|d or redute the Business
Interruption Loss that would otherW|se be lncurred S

95. “War” means the use of physical force by a sovere‘rgn state |n any

1. Warlike action, mcludmg actron |n hrnderrng or defending against an actual or
expected attack by afny-government, sOverergn state or other authority using military
power, personnel, or other agents; or ’

M. CIVI| war, rebelllon revolutlon msurrecnon usurped power, or any action taken in

96. “Wrongful, Act" .means a,ny Network Securlty Breach or Privacy Violation Wrongful Act,
Media Wrongfu{ Ac.t of Technotogy or Professional Services Wrongful Act.

C. EXCLUSI@NS

() EXCLUSIQNS APPLICABLE TO ALL COVERAGE PARTS

" The fotfovrnng Exclusions are applicable to all Coverage Parts:

This. Pollcy shall not apply to any Loss based upon, arising out of, attributable to, or resulting
from drrectly or indirectly:

:.,:Any actual or alleged:

l. Dishonest, fraudulent, criminal, malicious or intentional act, error or omission,
or any intentional or knowing violation of the law by an Insured; or

. Gaining in fact of any profit, restitution, remuneration or financial advantage to
which any Insured was not legally entitled.

However, this Exclusion shall not apply to Defense Expenses until there is a final, non-
appealable adjudication against, binding arbitration against, adverse admission by, or plea of
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nolo contendere or no contest, by the Insured as to such conduct or violation, at which time
the Insured shall reimburse the Insurer for any Defense Expenses paid by the Insurer.
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Provided that:

l. No conduct pertaining to any natural person Insured shall be imputed to any
other natural person Insured; and

Il. Any conduct pertaining to any past, present, or future Claims Manager, other
than a Claims Manager acting outside of his or her capacity as such, shall be
imputed to an Insured Entity.

2. Any Incident, Wrongful Act or circumstance that:

l. Occurred prior to the appllicable Continuity Date, if as- of such date any

. Was the subject of any notice given under any pnor pollcy of Wmch Ih|s Policy
is a renewal or replacement. g o R

3. Any sanction, prohibition or restriction under Umted Na“ﬂons resolutlons or the trade or
economic sanctions, laws or regulations of the: Umted States of Amerlca Canada,
European Union or United Kingdom, or any 5|m‘rlar Iaw, - s

to:

I Any obI|gat|on t0 comply W|th a PCI DSS Agreement; or

Il. Wlth respect to - anacy V|olat|on any liability or obligation under a

conﬁdentlallty or non-disclesure provision of any agreement.

6. Any Cialm erUth by or eq behalf of any:

g - ""lnsured

1. Afflllate oL

m Person or entity not identified in the Declarations which has an ownership
. interestin any Insured.

e HoWever this Exclusion shall not apply to any Claim brought by or on behalf of any:
_______ a. Insured that alleges a violation of any law described in Paragraph IV. of

the definition of Privacy Law in connection with a Network Security
Breach or Privacy Violation; or

b. Person or entity qualifying as an Insured under Paragraph IV. of the
definition of Insured.

7. Any actual or alleged violation of any intellectual property law, including but not limited
to misappropriation, theft, plagiarism, infringement, disclosure or violation of any
patent, copyright, trademark, trade secret, trade dress, trade name, service mark,
service name, title, slogan, or rights protecting intangible property, products of human
intelligence and creation, ideas or manufacturing secrets. However, this Exclusion
shall not apply to any:
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l. Media Wrongful Act;

Il. Claim for an actual or alleged disclosure or theft of Private Information
resulting from a Network Security Breach made under Insuring Agreement 6.,
Network Security and Privacy Liability; or

II. Claim for a Technology or Services Wrongful Act, but only if such Claim:

a. Is brought against an Insured by a client or customer of such Insured
for the loss of use of Technology Services, and -

b. AIIeges a V|0Iat|on of any law reIatmg to the mlsappropnatlen theft

or software I|cense

8. Any actual, alleged or threatened discharge, dispersal, seepage mrgratlon release
emission, escape or transportation of Pollutants, mcfudfng, without - hmitatlon any
direction, request or order to test for, monitor, cjean up, reane cohtarn treat,
detoxify or neutralize, or in any way respond to or aSsess the effects of Pollutants

9. Any gambling, sports wagering, casino gamesw comests games of ehance or skill,
lottery or promotional games, including any ane “awards tlckets coupons or other
mcentlves related thereto, or any over- redemptle 3 r“under redemptlon of payments

10.  Any actual or alleged:

l. |
including W|thout‘"IJmJ.tat|on Clalms arlslng out of unsolicited electromc
messages chat room postings, buﬂetm board postings, newsgroup postings,
“pop-up” pop -under” internet advertising or fax-blasting, direct mailing or

teIemarketlng

Telecommumcatlons Act, SC 1993, c 38;

b, An Act to promote the efficiency and adaptability of the Canadian
i economy by regulating certain activities that discourage reliance on
electronic means of carrying out commercial activities, and to amend the
Canadian Radio-television and Telecommunications Commission Act,
the Competition Act, the Personal Information Protection and Electronic
Documents Act and the Telecommunications Acti, S.C. 2010, c. 23;

C. Provincial or territorial consumer credit reporting legislation;

d. Personal Information Protection and Electronic Documents Act, S.C.
2000 c. 5 (PIPEDA), and all comparable provincial laws;

e. The Telephone Consumer Protection Act;

f. The Controlling the Assault of Non-Solicited Pornography and Marketing
Act;

g. The Drivers Privacy Protection Act;
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h. The Fair Credit Reporting Act;

i The Fair and Accurate Credit Transaction Act;
j- The Electronic Communication Privacy Act;

k. The Video Privacy Protection Act; or

l. Any similar law to those listed in Paragraphs a. through k., above.

However, this Exclusion shall not apply to a Network Security Breach.

11.  Any actual or alleged:

sharing, sale dlstr|but|on or purchase of Private: 1nf0rmat|on (mcludlng but
not limited to the collection, tracking, or monltor}ng of Prlvate Information
using cookies, spyware, Malicious Code, or any otheT _type of” tracklng or
monitoring tool); or o

B .$

Failure to provide adequate disclosure or notlee or obtam consent in connection
with the collection, use, tracking, momtoﬁng, .shanng, sale distribution, or
purchase of Private Informatlon Y S

12.  Any actual or alleged violation of

Mo,

The Employee Retlrement Income Securlty ‘Act of 1974;

Securities Aci (Ontano) R.S. @ 1990 . S. 5, and other provincial and territorial
equwalents :

,;:"Adwsors Act or any blue sky Iaws or

. Any S|mﬂar Iaw to those listed in Paragraphs I. through IV., above.

However Paragraphs III And IV. shall not apply to any Claim that alleges a Network
Secunty Breach-‘and a violation of any law described in Paragraph IV. of the
n.,\defll’],ltlon of Privacy Law.

----------- " 13, .”“Any actual or alleged:

.’"""'Prlce fixing, restraint of trade, monopolization, including violations of the

Sherman Anti-Trust Act, the Clayton Act, Robinson-Patman Act, or any similar
law;

Unfair, false or deceptive trade practices or violation of consumer protection
laws, including violations of the Federal Trade Commission Act.

However, Paragraph Il. shall not apply to any Claim that alleges a Network Security
Breach and a violation of any law described in Paragraph IV. of the definition of
Privacy Law.
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14.  Any actual or alleged employment-related practices by any Insured, including but not
limited to, any actual or alleged hostile work environment, wrongful dismissal,
discharge or termination, retaliation, wrongful disciplinary action, deprivation of career
opportunity, failure to employ or promote, inadequate work place policies or
procedures, negligent evaluation of employees or violation of applicable employment
standards legislation or the Fair Labor Standard Act.

This Exclusion shall not apply to any Claim brought by or on behalf of any individual
that is or was a current, former, or prospective employee of an Insured and such
Claim alleges Loss resulting from a violation of any law described in Paragraph IV. of
the definition of Privacy Law in connection with a Network Security-.| Breach or
Privacy Violation. -,

15. Any actual or aIIeged d|scr|m|nat|on humiliation or harassment |n an,y. forfn-or. mannert“

origin, age, handicap, drsabllrty, gender sex sexual orrentatlon Or preference
pregnancy, marital status, retaliation, or any other protected class under any federal,
state, provincial, territorial, local or other law. R T

16. Any actual or alleged violation of:

l. Any workers’ compensation, unemployment sooral‘""s,eé:urity, disability or
pension benefits laws; Yo

1. The National Labor Relatrons Act'

lll.  The Worker Adjustment and Retrarnrng Notrfrcattén Act;

V. The Occupatronal Safety and Health ACt or
VI.  Any S|mltar Iaw to those Irsted |n Paragraphs I. through V., above.
17.  Any Insured s sey:vrce _________ y____trme as a director, officer, trustee, regent, governor,
mdependent contractor or equrvalent executive, or as an employee, of any entity other
than an tnsured even |f such service is with the knowledge and consent, or at the
“request of anlnsured
18Any frre ﬂoot;l earthquake smoke, riot, civil commotion, falling objects, volcanic
oo eruptton eprosron lightning, wind, hail, tidal wave, landslide, solar storm,
eIectromagneUc pulse, act of God or other physical event.

.”"‘Any War or Cyber War.

-.-..,‘.""Any serzure nationalization, confiscation, or destruction of property or data by order of
i any governmental authority.

"~ Any actual or alleged:

l. Network Security Breach, System Failure, error, degradation, or malfunction
sustained by any Utilities Provider, Internet Infrastructure Provider or
Financial Services Market; or

I. Inability of any Utilities Provider, Internet Infrastructure Provider or
Financial Services Market to provide any service.
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22. Any actual or alleged System Failure intentionally caused by any Insured,
Technology Contractor or Dependent Business.

23.  Any actual or alleged:

l. Trading losses, trading liabilities, or change in value of accounts in connection
thereto;

Il Change in value of money, securities, bonds or commodities, digital financial
assets, virtual currency, non-fungible tokens (NFT), or any derivatives thereof;
or

Il. Loss transfer or theft of money, securrtres bonds or oammodrtres drgttal

thereof.

Provided, however Paragraphs Il. and Ill. shall not apply to the Cyber Crime
Coverage Part. g R .

()  EXCLUSIONS APPLICABLE TO FIRST PARTY coyERAé’EﬁA'éT'

L NN

The following Exclusions are applicable to the First Pé{f'ﬁ{‘«(ﬁb\(eréﬁe‘.Par’t:;.v‘""
1. Loss shall not include:

l. Defense Expenses;

Il. Costs, expenses, loss,..or damages arlstng out of or resulting from liability to
any third party, mt]udrng any payments made as compensation for any injury or
damages; or SRS

Il. Costs or expenses to update" upgrade or enhance, any part of any Computer
System toa Ievel beyond that whlch existed prior to sustaining Loss.

a "“the updates upgrades, or enhancements reduce the Loss that would
P otherwlse be incurred; or

“ b, the Data or any other parts of the Insured Entity’s Computer System
that need to be replaced or restored were discontinued, outdated or not
available anymore.

The’ fpﬂowrng Exclusions are applicable to the Third Party Coverage Part:

1 This Policy shall not apply to any Loss based upon, arising out of, attributable to, or
resulting from, directly or indirectly:

l. Inaccurate, inadequate or incomplete description of the price of goods,
products or services, cost guarantees, cost representations, or contract price
estimates; or

Il. The failure of any goods or services to conform with any represented quality or
performance. However, this Paragraph Il. shall not apply to the representation
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of the quality or performance of Technology Services or Professional
Services.

2. Loss shall not include:

VI.

VII.

VIII.

Any loss covered under the First Party Coverage Part or any loss that would
have otherwise been covered but for the exhaustion or reduction of any Limit of
Insurance of the First Party Coverage Part;

Return or offset of fees, service credits, charges or commissions charged by or
owed to an Insured for goods or services already provided or contracted to be
provided; -

Taxes or loss of tax benefits;

Fines, sanctions or penalties imposed by Iaw provrded ‘nowever thrs
Paragraph IV. shall not apply to fines, sanctlons or penalues resumng from a
PCI-DSS Loss or Regulatory Action; R -

Liquidated damages, but only to the extent that such damages “exceed the
amount for which the Insured would have been Irable m the absence of such
liquidated damages agreement; " s

Expenses mcurred by any lnsured ‘or others for the reprinting, reposting,
recallrng, répairing, wrthdraWrng, replacing, upgrading, supplementing,
removrng or drsposrng of any’ products or services from or in the marketplace,

::»’others that arrses out of the above; or

Expenses to compfy with orders granting injunctive or non-monetary relief,

rncludlng specfflc performance or any agreement to provide such relief.

(v) EXCLUSIQNS APPLICABLE TO CYBER CRIME COVERAGE PART

" The foﬂoWlng Exclusions are applicable to the Cyber Crime Coverage Part:

“_,1--. -------- Thrs Policy shall not apply to any Loss based upon, arising out of, attributable to, or
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'resultmg from, directly or indirectly:

The processing of, or failure to process, credit, cheque, debit, personal
identification number, electronic benefit transfers or mobile payments for
merchant accounts;

Accounting or arithmetical errors or omissions, or the failure, malfunction,
inadequacy or illegitimacy of any product or service;

The extension of any loan, credit or similar promise to pay; or

Any liability to any third-party, including any payments made as compensation
for any injury or damages.
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2. Loss shall not include:

l. Any continuing normal operating expenses, compensation or overhead of any
Insured; or

Il. Defense Expenses or legal expenses of any type.
D. COVERAGE TERRITORY

This Policy shaII apply on a WorIdW|de basis. Regardlng the Coverage Parts When a: C[alm is

any- such;’

1. The Insurer shall have the right but not the duty to |nvest|gate defend or settle E
Claims brought against an Insured. R N
2. If the Insurer elects not to investigate, defend or settle any sueh Clafm “the InSLJred shall,

under the Insurer’s supervision, arrange for such mvesngaﬂen and defense thereof as is
reasonably necessary and subject to the Insurer’s pror, authonzanon and shatl effect such
settlement thereof as the Insurer and the Insured deem expedlent o

3. The Insurer shall reimburse the Insured for the reascinabte cest of such investigation and
defense and the amount of any settlement Or Judgment 1n excess of the applicable Self-

This Section E. shall only apply to the Third’ Party COVerage Part If the Named Insured does not
obtain replacement coverage as of the effective date- of cancellatlon or non-renewal of this Policy,
then the following provisions shalt apply e

1. Automatic Extended Rep@rt‘ing Penod

automatlcally be prOVLded a period of sixty (60) days (the “Automatlc Extended Reporting
Period”) to gwe wntten notice to-. the Insurer of any Claim first made against the Insured
dunng the. Pollcy Penod or the Automatic Extended Reporting Period for any Wrongful Act
comitted, on, or subsequent 10 the Retroactive Date (if applicable) and prior to the end of
the Pollcy Perlod The Automatlc Extended Reporting Period is provided at no additional
::jcharge ot

2T Optlonal Extended Reporting Period

ke, Upon the effective date of such cancellation or non-renewal, the Named Insured will
e, 'have the right to elect a continuation of coverage afforded by this Policy for the
i additional period stated in ltem 8. of the Declarations (the “Optional Extended
~“Reporting Period”). If elected, the Optional Extended Reporting Period will commence
" upon the effective date of such cancellation or non-renewal. The Optional Extended
Reporting Period shall only apply to a Claim that is first made against the Insured
during the Optional Extended Reporting Period for a Wrongful Act committed on or
subsequent to the Retroactive Date (if applicable) and prior to the end of the Policy
Period. The Optional Extended Reporting Period shall be provided by an Optional

Extended Reporting Period Endorsement for an additional premium.

1. The Named Insured’s rights described in this Paragraph E.2. will terminate unless a
written notice of election together with the additional premium due stated in Item 8. of
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the Declarations is received by the Insurer within thirty (30) days after the effective
date of cancellation or non-renewal.

Il. The additional premium for the Optional Extended Reporting Period will be fully
earned at the inception of the Optional Extended Reporting Period.

3. Application of Extended Reporting Periods
I There are no separate Limits of Insurance for the Automatic Extended Reporting
Period or the Optional Extended Reporting Period. An Extended Reportrng Period

shall not increase or reinstate any Limit of Insurance.

1. An Extended Reporting Period cannot be cancelled.

Il. The Optional Extended Reporting Period, if purchased, shallrun canCurrentIy wath_the;‘

Automatic Extended Reporting Period for the first S|xty (60) days™ of the Optronal
Extended Reporting Period. g -

F. LIMITS OF INSURANCE AND SELF-INSURED RETENTIONS g
1. Limits of Insurance

The Limits of Insurance shown in the Declaratlons (and any appllcable endorsement) apply

I Coverage Limit(s) of Insurance

The Limit of Insurance f-or any one coverage stated in Item 6. of the Declarations shall
be the maximum aggregate amount-the™iAsurer shall pay for all Loss under the
applicable coveragé. ‘Such Limit of InSurance shall be part of, and not in addition to,
the Polrcy Penod Aggregate Limit ot Insurance stated in Item 5. of the Declarations.

The Pollcy Perlod Aggregate Limit of Insurance stated in Item 5. of the Declarations
_shall be ‘the” maxrmum aggregate amount the Insurer shall pay for all Loss under all
Coverage Parts

::jThe Insurer shall not be responsrble to pay any Loss upon exhaustion of the applicable
errt of Insurance

Self Insured Retentions

S The Insurer shall only be liable for the amount of Loss that exceeds the applicable

g i Self-Insured Retention stated in Item 6. of the Declarations. A separate Self-Insured

~Retention shall apply to each coverage. The Loss within the Self-Insured Retentions
" must be borne by the Insured and shall be uninsured.

1. With respect to the Third Party Coverage Part, the Self Insured Retention(s) shall
apply to each Claim. With respect to the First Party Coverage Part or Crime
Coverage Part, the Self Insured Retention(s) shall apply to each Incident (or Related
Event, if applicable) that triggers coverage.

Ill.  With respect to any Incident, Claim, or Related Event that triggers more than one
coverage, the single highest Self-Insured Retention will apply to such Incident,
Claim, or Related Event.
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IV.  Any Business Interruption Loss incurred by an Insured Entity during the Business
Interruption Waiting Period will erode the applicable Self-Insured Retention, but the
Insurer will not pay any Business Interruption Loss until the Self-Insured Retention
is met and the Business Interruption Waiting Period has expired.

V. Any Reputational Harm Loss incurred by an Insured during the Reputational Harm
Waiting Period will not erode the Self-Insured Retention. The Self-Insured Retention
will not begin to be eroded until the Reputational Harm Waiting Period_ has expired.
The Insurer will not pay any Reputational Harm Loss until the SeIt Insured
Retention is met and the Reputational Harm Waiting Period has expired.

.....

VI.  The Insurer may at its sole discretion advance payment for Loss withir- the Selfr‘

Insured Retention. Any Loss first paid by the Insurer- W|thIn the Selfulnsured}‘

Retention shall, upon written demand by the Insurer, be- pard by ttie, Insured to the
Insurer within thirty (30) days upon receipt of such ertten demand g

G. DEFENSE AND SETTLEMENT OF CLAIMS AND INSURED S OBLIGATJONS

"s

1. The Insurer shall have the right and duty to defend the Insured for each Clalm alleging
Loss covered under this Policy for which the Insurer recerves notlce that meets the
requwements of the notice provisions of thls Pollcy even |f such Clarm is groundless false

2.
Limit of Insurance. If the Limit ot_]_n_surance is. exhausted the premium for this Policy will be
deemed fully earned. N E
3. Thelnsured shallnot: ; {
I Admit or assume any I|ab|I|ty unIess requwed by law;
1. Make any settlement offer Q_f___m_gnetary or non-monetary consideration;
M. Enter mthny settlement agreement
IV.“,.~~":‘St+puIate to any Judgment
V Incur any DefenSe Expenses or
Ty V|._’x‘.:'l\/|ake any offer to negotiate, terminate or end any Ransomware Event, or enter into
----------- ¢ "‘any agreement in connection with a Ransomware Event,
...... "":.WIthout the pr|or written consent of the Insurer, such consent not to be unreasonably
-------- “ withheld. The Insurer will not be liable for any admission, assumption, offer, settlement,
' strpulahon or Defense Expenses to which it has not consented.
4 The Insurer may, with the written consent of the Insured, settle any Claim for a monetary

amount that the Insurer deems reasonable. If any Insured refuses to consent to the
settlement of a Claim recommended by the Insurer and acceptable to a claimant, then the
Insurer will not pay Loss for such Claim in excess of the sum of:

l. The amount of the proposed settlement plus Defense Expenses incurred prior to
such refusal; and

1. 70% of Loss incurred for such Claim in excess of the amount specified in 4.1. above.

00 NPLO521 56 12 25 © 2025 Arch Insurance Group Inc. Page 34 of 45



H. CONDITIONS

1. PROOF OF LOSS

With respect to the Crime Coverage Part and First Party Coverage Part, the Insured shall
provide a detailed proof of Loss statement within one hundred twenty (120) days of notice to
the Insurer of such Loss. Such proof of Loss statement shall include a detailed calculation
of Loss incurred and all documents and materials that reasonably relate to or: erm part of
the basis of the proof of such Loss. -

2. ASSISTANCE AND COOPERATION

I The Insured will reasonably cooperate with the Insurer and upon request of.'the;‘

Insurer:

a. Assist the Insurer in the investigation of any Wrongful Act Incrdent or Claim;

b. Attend hearings, depositions, trials and cher su0h proceedrngs

C. Assist the Insurer in effecting settlements and defendmg Clajms

d. Secure and provide evidence, thch
attendance of witnesses; k

e. Allow the Insurer to partrcrpate |n the handlrng and management of any Claim;

f. Assist the Insurer‘"‘m eﬁforcmg any rlgh‘t contrlbutlon or indemnity against a
third party (ingtugding any person entrty, organization, or insurer) which may be
liable to the Insured X

g. Provrde “to the Insurer all rnformatron that the Insurer reasonably requires,
rncludrng the full de,t,gr_!_s,__.‘of the dates, persons, and entities involved in a
Wrongful Act In¢ident,.orClaim; and

h. ”“AIIOW & thrrd party: ‘tata forensics incident response professional services firm

access to systems, files and information.

I| The Insured WI|| take aII reasonable steps to limit and mitigate any Loss arising from
<% any, Wrongful Aef or Incident for which coverage may be, or is, sought under this
"'.,xpoﬂcy The Insured will do nothing which in any way may prejudice the Insurer’s

3 _sPODSAL ™
CO\/ERAGE

— 'stt|on

- DOMESTIC PARTNER, ESTATE AND LEGAL REPRESENTATIVE

Regardmg the Third Party Coverage Part only, coverage will apply to a Claim made
- agarhst the lawful spouse or Domestic Partner of an Insured, or if an Insured dies,
“...ppjécomes incapacitated, or files for bankruptcy, such Insured’s trustee, estate, heirs,

assignees, or legal representatives, provided that:

I The Claim arises solely out of such person’s status as a spouse, Domestic Partner,
trustee, estate, heir, assignee or legal representative of such Insured;

1. Property that is either owned or in the custody of such person is sought as recovery
for a Wrongful Act;
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M. The Insured and such person are both named in such Claim;

IV.  No coverage will apply to any Claim for a Wrongful Act committed by such person;
and

V. All of the terms and conditions of this Policy including, without limitation, all applicable
Self-Insured Retentions apply to such Claim.

4. CURRENCY

All limits of insurance, premiums, retentions and any other amount or payment due under
this Policy are stated in Canadran dollars, unless otherwrse stated If Loss is mcurred |n a

dollars.

5. LOSS CALCULATIONS AND APPRAISAL

In determining the amount of Loss under the Busrness Interruptron Coverage or the
Reputational Harm Coverage, due consideration shall be grven to s
I The prior experience of an Insured Entity’s buelness before. the commencement of

the Business Interruption or Adverse Publrcrty and -

Il. The probable business an Insured.. Entlty could have cohducted had no Business
Interruption or Adverse Publicity occurred durlng, or within a reasonable tlme after
the end of the Busmess Interruptlon Perlod

income that would Irkely have Heen earned as: @ result of an increase in volume of busrness
due to favorable business iconditions caused by the’ impact of the Business Interruption or
Adverse Publrcrty on other busrnesses i

I Regardlng the Thrrd Party Coverage Part:

- Notrce of Clrcumstance
If any Clar'ms Manager first becomes aware of any Wrongful Act during the
Pollcy Period that may reasonably be expected to give rise to a Claim against
< ~“an Insured, then written notice of such Wrongful Act may be given by the
. Named Insured to the Insurer during the Policy Period, specifying the
........... & fO”OWing:

A, Reasons for anticipating such a Claim;

ii. Nature and date of such Wrongful Act;
iii. Identity of the Insured(s) involved;

iv.  Actual or alleged Loss incurred;

V. Names of potential claimants; and

vi. Manner in which the Insured(s) first became aware of the Wrongful Act.
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1. Regarding the First Party Coverage Part and Crime Coverage Pa

a.

M. Regarding all Coverage Parts:

a.

Any Claim subsequently arising from such Wrongful Act will be deemed a
Claim first made at the time the Insurer receives the written notice.

Notice of Claim

The Named Insured shall give the Insurer written notice of any Claim as soon
as practicable after any Claims Manager first becomes aware of the Claim, but
such notice shall not be given later than the end of the Automatic, Extended
Reporting Period, or the end of the Optional Extended Reportrng Perrod if
applicable. ..

Notice of Incident

The Named Insured shall give the Insurer wrltten notrce of any Tncrdent as
soon as practicable after any Claims Manager first becomes aware of the
Incident, but no later than sixty (60) days after the endof the Poﬁcy Period.

Law Enforcement Cooperatlﬂn

if:
i As soen as practrcatile after receipt of such request, any Claims
.,Manager “requests permrssron to share such information with the
,..v"‘,msurer o

|| The' Named Insured only withholds from the Insurer that portion of the

.Lnformatlon that it has been instructed by a law enforcement or other
g()vernmental authority not to share with the Insurer; and

||! ‘The Named Insured provides full notice of such Incident or Claim to the

InSurér as soon as practicable after the Named Insured is legally
permitted.

To the extent the procedure set forth above is followed in connection with an

‘:”"‘authorized law enforcement or governmental authority order, any failure or
““delay in providing information to the Insurer shall not be the basis for denial of

coverage under this Policy.

7. ...SUBROGATION AND RECOVERY

I Subrogation

The Insurer will be subrogated to all of the Insureds’ rights of recovery regarding any
payment of Loss under this Policy. The Insureds will do everything necessary to
secure and preserve such rights, including, without limitation, the execution of any
documents necessary to enable the Insurer to effectively bring suit in the name of the
Insureds. The Insureds will do nothing to prejudice the Insurer’s position or any
rights of recovery. However, if the Insured has waived any right of recovery against
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any person or organization for all or part of any Loss, the Insurer will also waive such
right of recovery, but only if the Insured waived its right of recovery pursuant to a
written contract or agreement that was executed prior to the Loss.
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1. Recovery By Insured

If any Insured recovers any Setoff Amounts, such Insured must give the Insurer
prompt notice, and the Insurer shall have the right to apply the Setoff Amounts to
any payment of Loss. If Loss has already been paid by the Insurer, then the
Insured shall return the applicable amounts of Loss in accordance with Paragraph IIl.
below.

1. Distribution

Recoveries for Loss paid under Paragraphs 7.1. and 7.1l. above, less the actual cost
of recovery, will be distributed as follows: -

a. First, the Insurer shall be reimbursed for the amountaf the settlement paid by}‘
the Insurer; -

b. Second, the Insured shall be reimbursed for Loss equal to t’ne applrcable Self-
Insured Retention amount paid by the Insured and 3

C. Third, the Insured shall be reimbursed? for any remalmng Loss exceedrng the
applicable Limit of Insurance and the apptrcable Self Insured Retention.

8. OTHER INSURANCE

insurance is stated to be prrmary, excess contrrbutery, contingent or otherwise, unless such
other insurance is written spemflcally excess over the_I“imits of Insurance of this Policy by
reference in such other i msurance to this Policy: 'S polrcy number.

9. CHANGES IN CONTROL

I, Takeover of Named lnsured

If, durfng the Polrcy Perrod

- Any person or entrty or group of persons and/or entities acting in concert
e "'acqurres securltres or voting rights resulting in ownership by such person(s)
e * and/or entrty(tes) of more than 50% of the outstanding securities representing

./ the present-tight to vote for the election of directors or equivalent positions of
,:"",.s’the Named Insured; or

). . The Named Insured merges into or consolidates with another organization
“such that the Named Insured is not the surviving organization;

tfhen coverage for such Named Insured and its Insureds will continue under this
. #Policy, but only if the following conditions are met:

a. With respect to the Third Party Coverage Part, the Wrongful Act must have
been committed prior to the effective date of the transaction;

b. With respect to the Crime Coverage Part, the Incident must have been first
discovered by an Insured prior to the effective date of the transaction; and
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C. With respect to the First Party Coverage Part:

i Under the Incident Response Expense Coverage, Data Recovery
Expense Coverage, and Cyber Extortion Expense Coverage, the
Incident must first have been discovered by an Insured prior to the
effective date of the transaction; and

ii. Under the Business Interruption Coverage and the Reputational Harm

Coverage, the Incident must have first occurred and haye. been first
discovered by an Insured prior to the effective date of the transactron

deemed fully earned.

1. Acquisition or Creation of Subsidiary by Named Insur,ei’j:,«"}

If, during the Policy Period, any Named Insured:

a. Acquires or creates a Subsidiary; or
b. Merges with another organization such that the Named Ihsu red is the surviving
entity, 3 N ;

a. With respect to the Ihlrd Party Coverage Part the Wrongful Act must have
been commrtted after the effectrve date of.jHe transaction;

b. With respect to the Crime Coverage Part the Incident must have first been
drscovered by an Insured after the effective date of the transaction; and

C. Wlth reSpect to the Flrst Party Coverage Part:

Under the Incrdent Response Expense Coverage, Data Recovery
~.. EXpénse Ceverage, and Cyber Extortion Expense Coverage, the
.. lacident .must have first been discovered by an Insured after the
”’x“effectlve date of the transaction; and

jj':. Undef the Business Interruption Coverage and the Reputational Harm
g Coverage, the Incident must have first occurred and have been first
discovered by an Insured after the effective date of the transaction.

M. Lbss ef Subsidiary Status

lf during the Policy Period, any entity ceases to be a Subsidiary, then coverage for
# /such entity and its Insureds will continue under this Policy, but only if the following
-~ conditions are met:

a. With respect to the Third Party Coverage Part, the Wrongful Act must be
committed prior to the effective date of the transaction;

b. With respect to Crime Coverage Part, the Incident must have first been
discovered by an Insured prior to the effective date of the transaction; and

C. With respect to the First Party Coverage Part:
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i Under the Incident Response Expense Coverage, Data Recovery
Expense Coverage, and Cyber Extortion Expense Coverage, the
Incident must have first been discovered by an Insured prior to the
effective date of the transaction; and

ii. Under the Business Interruption Coverage and the Reputational Harm
Coverage, the Incident must have first occurred and have been first
discovered by an Insured prior to the effective date of the transaction.

With respect to Paragraphs |I. Takeover of Named Insured and Ill. Loss of-Subsidiary
Status, the Named Insured will give the Insurer written notice of the transactio. as.so0n as
practrcable but not Iater than th|rty (30) days after the effectlve date of such transactron

Insured Retentions or exclusions.

With respect to Paragraph Il. Acquisition or Creation of Subsldlary by Named Insured if
the current annual gross revenues of any newly acquired OF. merged organrzatron exceeds
15% of the current annual gross revenues of the Named Insured-as reﬂected in the most
recent Application, then the Named Insured will glve the Insurer wrltten notice of the
acquisition or merger as soon as practicable but not:, Iater than thtrty (30) days after the
effectrve date of such transaction. Subject tQ the exprratron of the Polrcy Period, any

10. APPLICATION AND SEVERAB‘r'L'i"T"\'r
I The Insureds represent and agree"‘th‘at the statements and information contained in
the Application are: true accurate and complete; that each representation is deemed
materlal to the acceptanee of the nsk assumed by the Insurer and that this Polrcy is

.,.v'decerve or that materrally affects the acceptance of the risk or the hazard assumed by
the Insgrer, thé- Insurer shall not pay Loss for, based upon, arising out of, or in any

Way retated to any:

.. Natural person Insured who knew at the inception of the Policy Period of such
~..,.“‘information; or

Insured Entity, if any of the Insured Entity’s Claims Managers or the person
signing the Application knew at the inception of the Policy Period of such
information.

This Paragraph Il. shall apply regardless of whether the natural person Insured, the
Insured Entity’s Claims Manager, or the person signing the Application was aware
that the above described information had been misrepresented or omitted from the
Application.

Notwithstanding any provision of this Policy, the Insurer shall not rescind this Policy.
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11. SUITS AGAINST THE INSURER

I No suit or other proceeding will be commenced by any Insured against the Insurer
unless there has been full compliance with all of the terms and conditions of this
Policy.

Il. No person or organization will have any right under this Policy to join the Insurer as a
party to any suit or other proceeding against the Insured nor will the Insurer be
impleaded by the Insured in any such suit or other proceeding.

12.  NAMED INSURED'S AUTHORITY

.......

Losses, acceptance of endorsements, payment of premlums and recelpt of return
premiums. g

13.  CANCELLATION

l. The Insurer may cancel this Policy for non- payment of premrum by grvrng notice of
cancellation to the Named Insured by reglstered mall .which, shatf take effect not less
than fifteen (15) days following recelpt of such notlce’by the*Named Insured. This

Il. If the Insurer cancels’ thrs Polrcy, unearned premrum will be calculated on a pro rata
basis. If the Named Insured cancels- thrs ‘Roficy, unearned premium will be calculated
at the Insurer’s custoinary short ratés: Payment of any unearned premium will not be
a condition precedent -fo the effectweness of such cancellation. The Insurer will
refund any unearned premrum as, sogn as practicable.

14. BANKRUPTCY

I .‘Bankruptcy or msolventy of any Insured will not relieve the Insurer of any of its
‘,..v““obhgattons under thls Pollcy, nor deprive the Insurer of any of its rights and defenses
s under th|s Pohcy

T, In, the event of the bankruptcy or insolvency of any Insured, the Insurer will have the

"nght to assert any appropriate claim or demand in such proceeding for payment of

s 4 ""‘any obligations of any Insured, including, without limitation, any amounts which the
S — Insurer may advance on behalf of any Insured within the Self-Insured Retention.

l The primary but not exclusive factor in determining attribution of a Cyber War shall be
- whether the government of the Impacted State (including its intelligence and security
services) in which the Computer System affected by the Cyber War is physically
located attributes the Cyber War to another sovereign state or those acting on its

behalf.

Il. Pending attribution by the government of the Impacted State (including its
intelligence and security services) in which the Computer System affected by the
Cyber War is physically located, the Insurer may rely upon an inference which is
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objectively reasonable as to attribution of the Cyber War to another sovereign state or
those acting on its behalf. It is agreed that during this period no Loss shall be paid.

Il. In the event that the government of the Impacted State (including its intelligence and
security services) in which the Computer System affected by the Cyber War is
physically located either:

a. Takes an unreasonable length of time to make an attribution;
b. Does not make an attribution; or
C. Makes an attribution that the Insurer deems unreasonable;

a. Publicly available intelligence information prowded by

i A Group of Seven (G7) or European Umon nat|on,"-~ .

RN

ii. The Royal Canadian Mounted ‘Pohce 0{ the Canadlan Security
Intelligence Service; E - R

iii.  The United States Federal ‘Bureau of Investlgatlon Unlted States Secret

Service, United States™ Depa.rtment of*, Homefand Security, or United

States Department of Statet or ................

b. Information recelved from the perpetrator(s)

16. NOTICES
I Notices to the Insured will be sent no the Named Insured at the address specified in
Item 1. of the Declaratlons :

specmed |n Item 9 “of the Declarat|ons and shall |nclude the pollcy number of this
Pollcy r

17. DISPUTE RESOLUTTQN

o .$

In the event that a dlspute arises in connection with rights and obligations owed under this
Pollcy, the Ansured(s) and the Insurer will participate in a non-binding mediation in which
e the” partles will attempt in good faith to resolve such dispute. Either the Insured(s) or the
............. Insurer, vmll have the right to commence a judicial proceeding, or if the parties agree, submit
the- dlspute to a binding arbitration, in order to resolve such dispute. However, no judicial
. proceedlng ‘or arbitration will be commenced prior to the termination of the mediation and
" until ;af least ninety (90) days have passed from the termination of the mediation. The
expenses of any mediation, or any arbitration, shall be split equally by the parties.

18":. -------- ALTERATION ASSIGNMENT AND TITLES
I Notice to any agent or knowledge possessed by any agent or by any other person
shall not affect a waiver or change in any part of this Policy nor prevent the Insurer
from asserting any right under the terms of this Policy.

Il. Assignment of any interest under this Policy will not bind the Insurer unless such
assignment is acknowledged by a written endorsement issued by the Insurer.
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19.

20.

21.

22.

23.

M. The titles of the sections of, and endorsements to, this Policy are for reference only
and shall not be used to interpret coverage under this Policy. Such titles will not be
part of the terms and conditions of coverage.

REFERENCES TO LAWS

I Any statute, act, or code mentioned in this Policy will be deemed to include all
amendments of, and rules and regulations promulgated under, such statute, act, or
code.

1. Any statute, act, or code mentioned in this Policy that is followed by the" pn‘rase “any
similar law” will be deemed to include all similar laws of all jurisdictions through0ut the
world, including, without limitation, any common law. -

ENTIRE AGREEMENT

This Policy, including the Declarations, written endorsements and the Apphcanon will
constitute the entire agreement between the Insurer and Ihe 1nsureds or any of, |ts agents
regarding the insurance provided hereunder. - g

B .$

POLICY CHANGES

This Policy will not be changed in any manner except by‘a Wntten endorsement issued by
the Insurer. ; SR

COVERAGE COORDINATION

If there is coverage available for a. Loss under two or .more coverages the Insurer will be
entitled to determine how to apportron such’ Loss between coverages at its sole discretion.

ALLOCATION

If any Insured mcurs Loss under the Terd Party Coverage Part that is only partially
covered by this Pollcy because ‘of.an Wrongful Act, Claim, or Related Event that includes

I One hundred (1(30%) pereent of Defense Expenses incurred by the Insureds will be
“‘allocated 1;0 covered Loss “and

!,I.;"';.,..»"W|th respect ‘to, aH LOSS other than Defense Expenses, such Loss will be allocated

00 NPLO521

between covered-and non-covered Loss based on the relative legal exposure of the
....,\partles to covered and non-covered matters.

LIMITATION OF ACTIONS

i _“.Every actlon or proceeding against an insurer for the recovery of insurance money payable
" under the contract is absolutely barred unless commenced within the time set out in the

Insurance Act (for actions or proceedings governed by the laws of Alberta and British
Columbra) The Insurance Act (for actions or proceedings governed by the laws of
Manitoba), or other applicable legislation.

GOVERNING LAW
The relationship between the Insurer and the Named Insured shall be governed by the laws

of the Canadian province or territory of the Named Insured’s head office at the time the
insurance coverage hereunder comes into effect.
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