CIPRIANI & WERNER

RANSOMWARE TABLETOP EXCERCISE

Cipriani & Werner’s Ransomware Tabletop exercise is an interactive experience designed to walk an
Arch policyholder through all phases of a ransomware incident. The policyholder, and its designated
response team, will be presented with a ransomware scenario whereby certain mission critical systems
and data are impacted. Over the course of the exercise, the policyholder will discuss how it will respond
to all phases of the incident, while working with Cipriani to develop key takeaways to further develop and
enhance the policyholder’s cyber response plan going forward. The exercise is also designed to provide
the policyholder with critical information concerning the role of the response coach, a full breakdown of
the team of experts that will be available to the policyholder in responding to the incident, a discussion on
communication strategies, and an overview of applicable cyber and privacy law. This exercise can be
tailored to fit any specific needs or objectives of any Arch policyholder.

BUSINESS EMAIL COMPROMISE / WIRE FRAUD TABLETOP
EXCERCISE

Email phishing, otherwise known as Business Email Compromise, has become an emerging trend over
the last several years. Unfortunately, this rising trend has also resulted in a significant increase in the
fraudulent transfer of and diversion of monies to unauthorized recipients. This exercise will present a
scenario whereby the policyholder has fell victim to a business email compromise that has resulted in the
issuance of a fraudulent payment to an unknown actor. As part of the exercise, Cipriani will educate the
policyholder on the immediate next steps that should be taken upon discovery of the incident, and who
within the policyholder’s organization will be responsible for executing these steps. The exercise will also
discuss the interplay between the policyholder’s cyber and crime coverage, and the role of the insurance
carrier in responding to these incidents. Cipriani will also highlight the potential privacy implications,
and the appropriate response, to ensure compliance with applicable cyber and privacy law. Finally, the
exercise will provide the policyholder with certain best practices to mitigate the risk of future occurrence.

ABOUT CIPRIANI & WERNER

Cipriani & Werner is a multidisciplinary law firm. With over 160 professionals in our 19 offices in
9 states and the District of Columbia, we are able to support the needs of our clients on both a local
and regional basis. We draw on our attorneys’ experience in the related areas of cyber and privacy
law, professional liability, fidelity, health care, life sciences, mass tort and class action litigation,
and commercial and employment litigation to quickly and cost-effectively defend our clients’
interests. Cipriani’s cybersecurity practice, with attorneys located throughout the country, and through
the use of its 24/7, 365 reporting center, is designed to operate at a moment’s notice in order to provide
our clients with the immediate attention that is required. The cybersecurity team provides essential
privacy related services including immediate breach response in order to determine the scope of
the incident and development of remedial steps, legal guidance on compliance with state and federal
regulations including notification requirements; and crisis communication strategies. Our extensive
knowledge of privacy laws, government regulations and legal strategies enables us to position our
clients to effectively protect their privileged data and corporate assets by providing risk management
advice that reduces the risk of costly breaches and data loss.

This firm has been pre-approved by Arch Insurance Group Inc. Coverage for the services provided by this firm is subject
to the terms and conditions of your insurance policy.




