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CYBERSECURITY SOLUTIONS

FOR ARCH POLICYHOLDERS

A package of advanced cybersecurity tools to identify and contain
cybersecurity threats available exclusively to Arch CyPro™ policyholders.

EMAIL INBOX EVALUATION powered by ABNORMAL SECURITY Avdilable to all policyholders.

Evaluation of email inboxes for malicious emails, phishing campaigns,
invoice fraud attacks or compromised email accounts.

AFTER HOURS CALL NOTIFICATIONS powered by AlertOps Available to applicants with business
revenues under $1B and without
Phone call notifications during non-business hours to alert your security team when a 24x7 SOC currently in place.

unusual activity is detected that requires a rapid response. Up to 5 users have access
to this flexible platform for phone call notifications during non-business hours for
their standard offering.

EXTERNAL VULNERABILITY SCANS powered by BLACKKITE Available to all policyholders.

This award-winning platform provides the industry’s most accurate and
comprehensive cyber intelligence - helping gain full visibility into your external
attack surface to identify critical vulnerabilities.

RANSOMWARE TABLETOP EXERCISE provided by Cipriani & Werner Auvailable to policyholders with a premium in
excess of $200,000 and available discounted
The Ransomware and Business Email Compromise/Wire Fraud Tabletop for those with premiums under $200,000.

exercise is an interactive experience designed to walk an Arch policyholder
through all phases of a Cyber incident.

RANSOMWARE DETECTION AND RESPONSE powered by DarkweblQ Available to all policyholders.

Ransomware Detection & Response (RDR) is a solution that exclusively identifies
active compromises and intercepts attacks. Clients will receive Code Red Alerts
from Arch Cyber Risk Engineering (ACRE) and DarkWeblQ if ransomware
access to their company is being sold on the Dark Web. This service moves
beyond commaoditized monitoring to infiltration, action and prevention.

CYBER RISK RESOURCE PORTAL powered by eRISKHUB® Available to all policyholders.

Provides tools and resources to help you understand your exposures, establish a
response plan and minimize the effects of a breach on your organization.

IDENTITY MANAGEMENT AND MFA EVALUATION powered by Silverfort Available to policyholders with 250

or more employees.
Identity security assessment to bring awareness into administrative users, service
accounts, remote access and more.
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